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V* £M O !\A n D I ;M FOR RECORD 

SUBJECT. Question List for MSG Paul Adkhs reference USF-1 AR i5*6 Investigation 

[ On ! ^ iii! y ?0 !0 I interviewed MSG Paul Adkins in support of (he AR 15-6 Investigation that I was 

e.p : : xii r kcd *j rovnptet e 

2- 1 pro^idsc his a !isi of questions to answer using the DA Form 2823, Sworn Statement, 

1. Vk ?blb> i;ig is the list c f questions he used to generate his statement responses and arc numbered 

accordingly on statement: 

« - Wno surges :he account request process for the Brigade? 

2 Wlio creates the accounts and what docunentation is required (1 A training, phishing, etc)? 
Wj t 4tssrequircdtofiu£pendanaccoun((pj:ocess,documenis,time)? 

. During daily duties a s i n analyst wfcal level and type of information was PFC Manni ng required 
to -work with? 

5. W * ia n i ve I o f anah s i s w as required - search and fu sio n or merely static analyst of pro vide d 

teports? 

What across ! n-^en^ was a * ailable in work areas for PFC Manning's access? 
" . Di c ?■ e ve ac:es s v * a anoiher SI PR workstat ion or only vi a I he S CI F? 
B. Did / dots PFC Manning possess an account on J WICS? 

3 He w iT-^oy users* in your fad i iry h* v^ J WICS access? 

iO Hov* ar;: J WICS account requests har.died? (aedsion apriority / job position) 
I 'i . Wii8! p hysfct! separation of work area / terminals do yo j have from Secret to JWICS? 
\7. CcJc TTC Manning ha^e used other accounts or other's access to pui! TS material? 
1 » ??Z MairiRg s^tcc in chat lo^s thai fcs ted TS it vst < iWICS) data - do you think that is 

possible? Why / V/iiy ROt? 
i 4 is ->jst l;aseo $ecyii,y System (HESS) fielded to syrems in your brigade? 
ti. hjovnf of tn are periodic f^sr.s conduced of machines In your organization? 
i6. Have ycu had a Divisicr xvt* assistance visit for higher) for IA/security during your low? 

What to^ ar^ kepi » cr ind : vidua! (irnwafs (if any) / and for how long? 
! e What rfcws (IMO, SA, EA) i*vel did PFC Manning possess cm SIPR? 

19. W*vila St have tec permission: ■ o injiaU c * s wtb crawier" to his SiPR machine (i*., WGET)? 

20. Hew many a,vi wfr. ere the JMOs fj,- BDF_ SClf ? 

i / . Wr.n of train tug is provided for INiO's in y our organisation? 

32. ?io yc l-eiiev?, PFC Manning cotfi: hive convinced them to install such a program for him? 

2$. >\i v you awwc of 3 Division ic i& cr USF-1 policy for any of the things we've discussed so far: 
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a Account creation 
ft. Rights management 
c, Permissions 
d- Logging 

e. Periodic Scanning 

f. User Training 

24. What training have you received related to information assurance / security? 

25. Do > ot have your Security +■ certification? C f SS P? 

26. Do you know of any cosratt wul s<jipft w^a^py ^e s that may have caused, contributed to, or 
facilitated this compromise? 

11. Do you knotv of any personnel policies that may have caused, contributed to> or facilitated this 

compromise'' 

3. Any other issvw you deem materia! to this Command's situational awareness. 
4. The pom of conlsa for ihk memorandum is MAJ Randy Arvay at DSN ^^^^^ 

RAM) ALL J. AftVA\' 
MA J* FA/24 

Chief Network Engineering 
USF-iJ6,TC4! Ops 
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SWORN STATEMENT 

, c i-- usiicl \'Mi form, sco tft ir* prc^Orteni agency Is (*MG 


PRIVACY ACT STATUE* - 

A.UT»HOfin V lO. U£^ St;iior. 30 1; T, t( » use Siciicr 1S5 U E.O. £39? Socfs: Security l^meur [SSW. 

PRINCIPAL PWftPOSt: To documari pt>iaflii3' eiimrfia! ccLrv^y invaJ-jtfi^ :ha U.S. Arfny, and to allow Army orficuls to mainiajfi ditcipMnt. 
Lf a ; and ofdfr itvcufjh jnv«£U@«tisn cf comfjiitn;a anciticitferhia 

fittUTJM: L^iL iitiifr,d:,::r. Gfc^dsc maybe fur(h«- dssiiCied !s (wiars!. Mate, laeft!. ind foraign jjgwernmni law enforcement 

2»ifHD>SJ. Oftitt'CuiOfS, :c\sis. trwj pfvl^CTivii ij^'&i. vidian, witn«M&a. iho Dgparimenl of Vaterwrt AffaVa, and 
th» Off-c 'f Pac^r.-i^ Managc^e*: Jnfocntauort p. c vide J may as used lot detftrrruiaticns regarding judicial Of 
n.-r?. jL-diCiiit jj^Vfivnfcnt. oinjF ftdLr.iniat.-t'ive diaCiplsrtii^ (.clignt, icftgriiy cl««rftrcQ«, rtcultmcpl, rettrtiOfl, 
^ sca.T^f *nd oihgr crrsrnnjl «c:jcni 

fttSCLC£lkt3r Q AttLeatiS: of ycf GSM »fij ether i^arruStSdA 14 vcfi-rt1*.-y 



LOC^Vsca; ? 0AT£ ('WWCO/ j 3. ~JM£ ' 4. HUE NUMBER 
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,.i^^l^^C-.j L :^f\ V. A?r/ « 

. , nc..-r_ j M TAJ (13?) , F&g ty^m^, 

\. 'm. *1 i * ' " vk-' !....„.;,oJ.' i rf At,v\ ■"O.MftKE"r;=<:CLLGWiNG STATEMENT ulvDEfl OATH. 

i^^^ce, ci-cko a^c-V^too Vt-s-c J-^or^ <MAj" 
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\ AllCnOr ^JC!\y f r ! ^S' CC-f.' 1 "^.-.V T iX nf sDi^O 'SJAf'£Me^TO£^ TAKE*- 1 At . .0A1EU 
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I USE THIS PAGE IF 'NEEDED. IF THIS PAGE IS NOT NEEDED. PLEASE PROCEED TO FINAL PAGE OF THIS FORM. 

js^'f^n o ->dfif)$ f ftxjf,fi#ij , taken at foB l-/?b^ fAS^ Dy.r3 1*5 I (p 


it' 


A ^:^w.^ access' -A? fot^-s/J*. DC&S; 



*0 V'Ae. AAXcO S\&/NT FL~r Q^J CST Aad 
^v'VlV. SiGl^" PL/PSCr A^/^J ^cc-fs.^ 

i/Vtwr rJ--' / TS .r-'ooTn ? us hie.**- ^ <j » ct/r'f'Ja )n - 

* f ' ; j Iff . 

...13. -J... f ^ ° ? _ Sys-brf) s oo m w k-j^t A z/&rd « 
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.1 "t~" ^nouJ) virus sCSt^'S. rsn t^<teJC(^ 


^ ' ■ / q Its <>£>iyA<*J k im . 

^ := o..-. .".".7 ^k^ry^J SC/F aCjCTcJit- 

P^r-h ~rke> k>ri&r~)na Ao s 
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! stated £j{<h< ftst taken at j%$ fhuamlTnuTtn IS J PL 10 


re* 

l S"AT6«E.v~ ,.,-/ir;.vj/<?tf; 


idler he^i4i vs, ch&ss/fj A. J se^;t^ . 
] s ° ; ' '•• U'/' losina a Corn 4: ^ - 


iiK^-c^^ /MX P^^onn^l , plus c^<J 
.u-~/tf in ; 

- i f ^ . 7 


, NstUix <\ foil a uj s ^ — — — — 

f. .Xi^?:iJ>^'i,j J, _k-,$ ^ S.*Vc READ OR HAVE HAD BEAD TO MC THIS STATEMENT 

V>;-.C S tC'Ciivs "'AGE V A.\0 EnSS ON FACE . I FUU.y UNC3C3STANO THE CONTENTS OF Th£ ENTIRE STATEMENT MADE 

sv v.? -rfi-. OA is . h*vs wTiALEb corrections and have initialed the bottom of each page 

T-O.-r: '■>. " ! * '•.£.-, f iVIhv ; ; MAW V;ADE TN'* ST^TEM^NT FREELY WITHOUT HOPE OF BEK6PIT OR BRWARO. WITHOUT 


j.' of Parson Making Statement) 
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